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Information security policy statement
The NHSBSA is an Arm’s Length Body (ALB) of the Department of Health and Social Care (DHSC). We are
responsible for providing platforms and delivering services which support the priorities of the NHS, Government
and local health economies and in so doing we manage around £35 billion of NHS spend annually.
The volumes and sensitivity of data we hold requires the Leadership Team and Board to be accountable and
demonstrate leadership and commitment in relation to information security to support our wider strategic goals and
to support staff in their Information Security roles and responsibilities.
Our Information Security objectives continue to align and support the achievement of our strategic goals and
CARE values. These are reviewed and tracked by the Information Security Management System (ISMS)
Management Review Group as part of our quarterly review meetings.
To achieve our information security objectives, we continue to effectively manage, monitor and maintain our ISMS
which is currently certified to ISO 27001 ‘Information Security management system requirements’. We are
committed to continually satisfying the requirements set out in ISO 27001 through our security governance
structure and by having an effective ISMS documentation framework in place.
To ensure that our ISMS and security controls are implemented, operating effectively and demonstrating continual
improvement, we are committed to determining and providing the necessary resources required to minimise our
information security risks and effectively respond to the evolving landscape of internal and external threats which
we face.
Our ISMS has been designed to ensure that reasonable care is taken to prevent inappropriate access,
modification, or manipulation of data from taking place. In practice, this is executed through three core information
security principles known as Confidentiality, Integrity & Availability (CIA);
•
•
•

Confidentiality – property that information is not made available or disclosed to unauthorised individuals,
entities, or processes
Integrity - property of accuracy and completeness
Availability – property of being accessible and usable on demand by an authorised entity

We will achieve these principles by continually monitoring and measuring our ISMS through metrics and Key
Performance Indicators (KPIs) to ensure it is operating effectively and achieving its intended outcomes.
We will ensure that we effectively communicate this policy to our staff and contractors and any associated
interested parties as appropriate.
Our ISMS will be continually reviewed to ensure its effectiveness is maintained – this will include but is not limited
to the following;
•
•
•
•

An ISMS internal audit programme to review the effectiveness of the ISMS, security controls and identified
corrective actions
Appropriate metrics and KPIs to continually monitor and measure ISMS performance
Implementation of key outputs identified from risk treatment and management review activities
A review of all documentation within the ISMS at appropriately timed intervals

ISMSPOL 001
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1.

Introduction

1.1.

This policy sets out the organisational intent and importance of information security
in the NHSBSA with primary aim of preserving the CIA of NHSBSA information
assets.

1.2.

This policy will serve as a mechanism to achieve our Information Security
Objectives - ISMSOJT 105 which contributes towards the achievement of our
strategic goals and CARE values.

1.3.

It is the high-level overarching policy for information security supported and
underpinned by a number of specific information, technical, physical and data
protection policies, standards, guidance and procedures which are clearly set out in
ISMSLIS 017 Documentation Asset Log and available to access here.

1.4.

This overarching policy forms part of our ISMS documented information set as part
of our current certification to ISO 27001 ‘Information Security management system
requirements’.

1.5.

Failure to comply with the policy may lead to disciplinary action in line with the
Solving Problems at Work Policy and other associated policies such as the Equality,
Diversity and Inclusion Policy which are available on MYHUB.

1.6.

In circumstances where the policy cannot be implemented an exception must be
requested via the IS Policy Exception Request Form.

2.

Audience

2.1

This policy is intended to be read and understood by all NHSBSA staff and
appropriate stakeholders.

3.

Governance, Roles, Responsibilities and Authorities

3.1

There is an established ISMS governance structure in place which is provided at
Annex 1.

3.2

Individual Terms of Reference (TOR) are in place for each of these key groups.

3.3

The following roles, responsibilities, and authorities in relation to our ISMS are
summarised overleaf;
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Accounting Officer is the Chief Executive and has overall organisational
accountability for ensuring that information security is operating effectively across
the NHSBSA
Staff and contractors must:
•
•
•
•

Comply with security policies, standards, procedures and the appropriate
protection of information assets
Be responsible for security and remain accountable for their actions in relation
to NHS and other UK Government information and information systems
Complete mandatory annual training relating to information security within the
timescales set to ensure that roles and responsibilities are understood
Safeguard hardware, software and information in their care

The Senior Information Risk Owner (SIRO):
•
•
•
•

Be responsible for information security and advise the Board on the
effectiveness of information security across the NHSBSA
Delegate operational responsibility for information security to the Head of
Security and Information Governance (HOSIG)
Provide the resources needed for the establishment, implementation,
maintenance, and continual improvement of the ISMS
Receive training as necessary to ensure they remain effective in their SIRO role

The Head of Security and Information Governance (HOSIG):
•
•
•
•
•
•

Be responsible for the day-to-day operational effectiveness of this information
security policy and its associated policies, standards and procedures
Lead on the provision of expert advice to the NHSBSA on all matters
concerning information security, compliance with policies, setting standards and
ensuring best practice
Provide a central point of contact for information security matters
Ensure the operational effectiveness of security controls and processes
Ensure that information security risks are being assessed and treated to an
acceptable pre-defined level
Be accountable to the SIRO for information security across the NHSBSA

Information Security Risk and Business Continuity Manager:
•
•
•
•

Be responsible for coordinating the ISMS for the NHSBSA
Be responsible for the implementation and effectiveness of the ISMS and all its
supporting documentation
Ensure that all information security risks are managed in accordance with
ISMSPCD 014 – Information Security Risk Management Framework
Ensure that ISMS Internal Audits are conducted in accordance with ISMSPCD
008 ISMS Internal Audit Procedure

ISMSPOL 001
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•
•

Ensure the delivery of the Security Education, Awareness and Training (EAT)
Programme in line with - ISMSLIS 029 Security EAT Programme
Undertake an annual review of all ISMS related documentation and objectives

Information Security Assurance Manager:
•
•
•
•

Be responsible for the facilitation of all risk-based information security
assurance activities across the NHSBSA
Lead on information security incident management and ensure all incidents are
investigated and mitigated accordingly
Carry out ISMS Internal Audits and support wider ISMS activity
Maintain and manage ISMS Policy documentation relating to areas of
responsibility

Cyber Security Operations Manager:
•
•
•
•
•

Be responsible for providing cyber security advice, research, guidance and
consultancy, vulnerability, and threat intelligence.
Provide cyber security architecture and engineering resource to facilitate safe
design and implementation of products and security controls
Ensure that all technical security risks are managed in accordance with
ISMSPCD 014 – Information Security Risk Management Framework
Provision of and monitoring of security systems and controls and alerts thereof
Investigations of cyber security incidents

The Head of Technology Operations:
•
•
•
•
•

Be responsible for the day-to-day operational effectiveness of cyber security
and its associated policies, standards and procedures
Lead on the provision of expert advice to the NHSBSA on all matters
concerning technical security, compliance with relevant policies, setting
standards and ensuring best practice
Provide a central point of contact for technical security matters
Ensure the operational effectiveness of technical security controls and
processes
Be accountable to the Chief Data, Digital and Technology Officer and other
bodies for technical information security across the NHSBSA

Information Asset Owners (IAOs) are Directors of NHSBSA responsible for:
•
•
•

Understanding and addressing risks to the information assets they ‘own’
Providing assurance to the SIRO on the security and use of their information
assets, and the effective management of information risks
Maintaining the confidentiality of their information assets, ensuring that access
to assets is controlled and that the information is securely kept

ISMSPOL 001
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•
•
•
•
•
•

Ensuring personal data is identified, securely handles and can be used in the
ways that it is needed
Ensuring information is appropriately protected and proper safeguards are
applied when it is shared
Ensuring information is managed appropriately during and following change
Maintaining an understanding of ‘owned’ assets and how they are used
Knows what information is held and who has access to it for what purpose
Lead and foster a culture that values, protects and uses information for public
good

The Data Protection Officer (DPO):
•

Be responsible for advising the NHSBSA on the best course of action to ensure
that we always remain compliant with appropriate privacy and data protection
legislation as set out in ISMSLIS 062 - ISMS Compliance Risk Register

The Caldicott Guardian:
•
•

Be responsible for ensuring implementation of the Caldicott Principles and Data
Security Standards with respect to Patient Confidential Data
Further detailed roles & responsibilities are set out in the Data Protection and
Confidentiality Policy

4.

Further Information

4.1

If you require any further information and guidance on the content of this policy,
please contact the Security and Information Governance Team for further
information.

ISMSPOL 001

OFFICIAL

Page 7 of 8

Annex 1 – ISMS Governance Structure
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