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Information security policy statement

The NHSBSA is committed to ensuring that we manage our information, and the information of our clients and stakeholders that we manage on their behalf, securely. This means that we will implement, and monitor the effectiveness of, controls designed to preserve its confidentiality, integrity, and availability in line with our business and legal and regulatory requirements.

Our information security objectives are aligned to our business objectives and are delivered through our information security management system (ISMS).

Our ISMS is structured around standards mandated by NHS England (Data Security and Protection Toolkit) and Cabinet Office (Departmental Security Health Check) compliance with which are independently assessed for effectiveness and continual improvement. 

We have established an information security governance framework and allocated specific roles, responsibilities, and resources to ensure that our ISMS is 

· implemented effectively, 

· responsive to changes in legal and regulatory requirements,

· responsive to changes to the threat landscape

In support of our specific roles and responsibilities we have an ongoing information security training and awareness programme to ensure that all NHSBSA colleagues, contractors, and suppliers understand their responsibilities for handling information securely.
Michael Brodie, Chief Executive NHSBSA
Darren Curry, Chief Digital, Data and Technology Officer
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1. Purpose
1.1. This policy is our ‘Statement of Management Intent’ and is supported by topic-specific policies, each of which will be delivered through appropriate information security standards, processes, procedures and guidelines.
1.2. This policy is intended to be read and understood by all NHSBSA colleagues and stakeholders responsible for managing, maintaining, delivering and assessing the effectiveness of our information security management programme.

2. Governance, Roles, and Responsibilities
2.1 There is an established information security management governance structure in place which is shown in Annex 1. 
2.2 Key roles and responsibilities are given below.
Accounting Officer
Our Accounting Officer is the Chief Executive who has overall organisational accountability for effective information security management across the NHSBSA. 

Senior Information Risk Owner (SIRO)
Our SIRO is responsible for taking ownership of our information risk policy, acting as an advocate for information risk to the Board, and providing advice to the Accounting Officer on the content of governance statements regarding information risk.
Caldicott Guardian
Our Caldicott Guardian is responsible for ensuring the confidential information of our service users is used ethically, legally and appropriately. 
Data Protection Officer
Our Data Protection Officer is responsible for informing and advising NHSBSA employees and stakeholders of their data protection obligations and collaborating with them on managing the relevant privacy risks for customers and staff.
Information Asset Owner (IAO)
Information Asset Owners are Directors of NHSBSA responsible for

· understanding and addressing risks to the information asset they ‘own’

· providing assurance to the SIRO on the security and use of their assets, and the effective management of information risk

· maintaining the confidentiality of their information assets, ensuring that access to assets is controlled and that the information is securely kept
· ensuring personal data is identified, securely handled and can be used in ways that it is needed

· ensuring information is appropriately protected and proper safeguards are applied when it is shared

· ensuring information is managed appropriately during and following change

· maintaining an understanding of ‘owned’ assets and how they are used

· knowing what information is held and who has access to it for what purpose

· leading and fostering a culture that values, protects and uses information for the public good



Information Asset Administrator (IAA)


Information Asset Administrators are Heads of Service of NHSBSA responsible for

· providing day-to-day support to the IAO in managing information risks in their area

· ensuring that information security and governance policies and procedures are followed

· ensuring their information asset registers are accurate and up to date
· approving service-based information security risk assessments and risk treatment plans
· ensuring compliance with data sharing agreements within their service

· ensuring service-based information handling procedures are fit for purpose and properly applied

· recognising new information handling requirements and consulting with their IAO over appropriate procedures

· ensuring appropriate access to their information is monitored and maintained 

Director of Cyber and Technology

Our Director of Cyber and Technology is responsible for 
· providing strategic leadership and oversight for the organisation’s security programme and ensuring the effective coordination and performance of security functions, including the Head of Security & Information Governance and the Head of Cyber Security & Infrastructure Services

· providing assurance to the SIRO and senior leadership on the maturity, effectiveness and compliance of security controls and associated risk management activities

· overseeing organisational response to significant security threats and incidents, ensuring timely escalation, reporting and strategic remediation 

· ensuring compliance with relevant national security standards, regulations and assessment frameworks

Head of Security & Information Governance
Our Head of Security & Information Governance is responsible for

· monitoring the effectiveness of our information security management programme
· providing expert advice to the business on all information security management matters

· ensuring that information security risks are assessed in a timely manner and treated in accordance with our approved risk appetite

Information Security & Business Continuity Manager
Our Information Security & Business Continuity Manager is responsible for managing the implementation, effective delivery and continual improvement of our
· information security management system 

· information security assurance programme

· information security compliance framework 
· business continuity management programme

Head of Cyber Security and Infrastructure Services
Our Head of Cyber Security and Infrastructure Services is responsible for 
· providing expert advice to the business on all matters concerning technical security 

· ensuring the operational effectiveness of technical security controls and processes

· being accountable for technical information security regulatory compliance across the NHSBSA
Cyber Security Operations Manager
Our Cyber Security Operations Manager is responsible for

· providing advice and guidance around cyber security threats and vulnerabilities

· providing cyber security architecture and engineering resource to facilitate safe design and implementation of products and technical security controls

· ensuring that all technical security risks are appropriately managed

· monitoring technical security systems and controls and effectively managing alerts 

· timely reporting and investigation of cyber security incidents  

NHSBSA colleagues and contractors
NHSBSA colleagues and contractors are responsible for

· complying with NHSBSA information security policies, standards, processes and procedures and the appropriate protection of information assets

· being accountable for their actions in relation to the security of information that they manage, process or control

· completing annual training in a timely manner to ensure that information security roles and responsibilities are understood
· safeguarding hardware, software and information in their care 

3. Compliance

3.1 In applying this policy, the NHSBSA will have due regard for the need to eliminate unlawful discrimination, promote equality of opportunity, and provide for good relations between people of diverse groups, in particular on the grounds of the following characteristics protected by the Equality Act (2010); age, disability, gender, gender reassignment, marriage and civil partnership, pregnancy and maternity, race, religion or belief, and sexual orientation, in addition to offending background, trade union membership, or any other personal characteristic.
3.2 Compliance with this policy is subject to internal and external audit to ensure its effectiveness.
Annex 1 – ISMS Governance Structure
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